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(54) Automatic association of predefined user data with query entry fields 



(57) A method and system in a computer network 
for allowing predefined personal user information to be 
automatically accessed and utilized by remote network 
sites having interactive query fields. Initially, a personal 
user information list is compiled such that the personal 
user information list includes personal user information 
that may be utilized in association with on-line electronic 
forms. The personal user information list is thereafter 
prestored at a local network site. A remote network site 



having an interactive query field wherein users may en- 
ter personal user information is then accessed. The per- 
sonal user information list is thereafter automatically ac- 
cessed, in response to accessing the remote network 
site having the interactive query field. Finally, personal 
user information accessed from the personal user infor- 
mation list is automatically entered within the interactive 
query field, such that the personal user information does 
not have to be repetitively re-keyed within the interactive 
query field. 
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Description 
Technical Field 

[0001] The present invention relates to improved in- 
formation-retrieval methods and systems. In particular, 
the present invention relates to improved information- 
retrieval methods and systems utilized in association 
with computer networks. Still more particularly, the 
present invention relates to improved information -re- 
trieval methods and systems that allow users to store 
and automatically retrieve predefined userdatatobe uti- 
lized in association with query entry fields maintained 
within so-called World Wide Web "pages." 

Description of the Related Art 

[0002] The development of computerized information 
resources, such as remote networks, allows users of da- 
ta-processing systems to I ink with other servers and net- 
works, and thus retrieve vast amounts of electronic in- 
formation heretofore unavailable in an electronic medi- 
um. Such electronic information is increasingly displac- 
ing more conventional means of information transmis- 
sion, such as newspapers, magazines, and even tele- 
vision. 

[0003] In communications, a set of computer net- 
works which are possibly dissimilar from one another 
are joined together by "gateways" that handle data 
transfer and the conversion of messages from the send- 
ing network to the protocols used by the receiving net- 
work, with packets if necessary. A gateway is a device 
used to connect dissimilar networks (i.e., networks uti- 
lizing different communication protocols) so that elec- 
tronic information can be passed from one network to 
the other. Gateways transfer electronic information, 
converting such information to a form compatible with 
the protocols used by the second network for transport 
and delivery. 

[0004] One type of remote network commonly utilized 
in recent years is the Internet. The term "Internet" is an 
abbreviation for "internetwork," and refers commonly to 
the collection of networks and gateways that utilize the 
TCP/IP suite of protocols, which are well-known in the 
art of computer networking. TCP/IP is an acronym for 
"Transport Control Protocol/Interface Program a soft- 
ware protocol developed by the Department of Defense 
for communication between computers. The Internet 
can be described as a system of geographically distrib- 
uted remote computer networks interconnected by com- 
puters executing networking protocols that allow users 
to interact and share information over the networks. Be- 
cause of such wide-spread information sharing, remote 
networks such as the Internet have thus far generally 
evolved into an "open" system for which developers can 
design software applications for performing specialized 
operations or services, essentially without restriction. 
[0005] Electronic information transferred between da- 



ta-processing networks is usually presented in hyper- 
text, a metaphor for presenting information in a manner 
in which text, images, sounds, and actions become 
linked together in a complex non-sequential web of as- 
5 sociations that permit the user to "browse" or "navigate" 
through related topics, regardless of the presented or- 
der of the topics. These links are often established by 
both the author of a hypertext document and by the user, 
depending on the intent of the hypertext document. For 
10 example, traveLling among links to the word "iron" in an 
article displayed within a graphical user interface in a 
data-processing system might lead the user to the peri- 
odic table of the chemical elements (i.e., linked by the 
word "iron"), or to a reference to the use of iron in weap- 

'5 ons in Europe in the Dark Ages. The term "hypertext" 
was coined in the 1 960s to describe documents, as pre- 
sented by a computer, that express the nonlinear struc- 
ture of ideas, as opposed to the linear format of books, 
film, and speech. 

20 [0006] The term "hypermedia," on the other hand, 
more recently introduced, is nearly synonymous with 
"hypertext" but focuses on the nontextual components 
of hypertext, such as animation, recorded sound, and 
video. Hypermedia is the integration of graphics, sound, 

25 video, or any combination thereof into a primarily asso- 
ciative system of information storage and retrieval. Hy- 
permedia, as well as hypertext, especially in an interac- 
tive format where choices are controlled by the user, is 
structured around the idea of offering a working and 

30 learning environment that parallels human thinking - 
that is, an environment that allows the user to make as- 
sociations between topics rather than move sequentially 
from one to the next, as in an alphabetic list. Hyperme- 
dia, as well as hypertext topics, are thus linked in a man- 

35 ner that allows the user to jump from one subject to other 
related subjects during a search for information. Hyper- 
link information is contained within hypermedia and hy- 
pertext documents, which allow a user to move back to 
"original" or referring network sites by the mere "click" 

40 (i.e. , with a mouse or other pointing device) of the hyper- 
linked topic. 

[0007] Atypical networked system that utilizes hyper- 
text and hypermedia conventions follows a client/server 
architecture. The "client" is a member of a class or group 

45 that uses the services of another class or group to which 
it is not related. Thus, in computing, a client is a process 
(i.e., roughly a program or task) that requests a service 
provided by another program. The client process utilizes 
the requested service without having to "know" any 

50 working details about the other program or the service 
itself. In a client/server architecture, particularly a net- 
worked system, a client is usually a computer that ac- 
cesses shared network resources provided by another 
computer (i.e., a server). 

55 [0008] A request by a user for news can be sent by a 
client application program to a server. A server is typi- 
cally a remote computer system accessible over a re- 
mote network such as the Internet. The server scans 
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and searches for raw (e.g., unprocessed) information 
sources (e.g., newswire feeds or newsgroups). Based 
upon such requests by the user, the server presents fil- 
tered electronic information as server responses to the 
client process. The client process maybe active in a first s 
computer system, and the server process may be active 
in a second computer system, communicating with one 
another over a communications medium, thus providing 
distributed functionality and allowing multiple clients to 
take advantage of the information-gathering capabilities 10 
of the server. 

[0009] Client and server communicate with one an- 
other utilizing the functionality provided by Hypertext- 
Transfer Protocol (HTTP). The World Wide Web 
(WWW) or, simply, the "web, 0 includes those servers ad- 15 
heringtothis standard (i.e., HTTP) which are accessible 
to clients via a computer or data-processing system net- 
work address such as a Universal Resource Locator 
(URL). The network address can be referred to as a Uni- 
versal Resource Locator address. For example, com- 20 
munication can be provided over a communications me- 
dium. In particular, the client and server may be coupled 
to one another via Serial Line Internet Protocol (SLIP) 
or TCP/IP connections for high-capacity communica- 
tion. Active within the client is a first process, known as 2s 
a "browser," which establishes the connection with the 
server and presents information to the user. The server 
itself executes corresponding server software which 
presents information to the client in the form of HTTP 
responses. The HTTP responses correspond to "web 30 
pages" constructed from a Hypertext Markup Language 
(HTML), or other server-generated data. HTML is a 
markup language well-known in the computer arts and 
is utilized principally for developing documents on the 
World Wide Web. Each "web page" can also be referred 35 
to simply as a "page." 

[0010] The client and server typically display brows- 
ers and other remote network data for a user via a graph- 
ical user interface. A graphical user interface is a type 
of display format that enables a user to choose com- *o 
mands, start programs, and see lists of files and other 
options by pointing to pictorial representations (icons) 
and lists of menu items on the screen. Choices can be 
activated generally either with a keyboard or a mouse. 
Internet services are typically accessed by specifying a 45 
unique network address (i.e., Universal Resource Loca- 
tor). The Universal Resource Locator address has two 
basic components, the protocol to be used and the ob- 
ject pathname. For example ; the Universal Resource 
Locator address, "http://www.uspto.gov" (i.e., home so 
page for the U.S. Patent and Trademark Office), speci- 
fies a hypertext-transfer protocol ("http") and a 
pathname of the server ("www. uspto.gov 0 ). The server 
name is associated with a unique numeric value (TCP/ 
IP address). ss 
[0011] The evolution of personal computers over the 
last decade has accelerated the web and Internet to- 
ward useful everyday applications. Nearly every com- 



puter sold over the last several years has or will, at some 
point, become "on-line" to an Internet service provider. 
Somewhere between 20 and 30 million people around 
the globe use some form of Internet service on a regular 
basis. The graphical portion of the World Wide Web itself 
is usually stocked with more than twenty -two million 
"pages" of content, with over one million new pages add- 
ed every month. 

[0012] The World Wide Web is currently being trans- 
formed from a primarily publishing and advertising ve- 
hicle for companies, academia, and special interest 
groups into a medium that is far more interactive and 
commercial. The proliferation in the number of web sites 
now enables users to purchase goods electronically uti- 
lizing "on-line" forms. Increasingly, the use of such on- 
line forms is no longer limited to electronic commerce. 
Users are increasingly being required to provide person- 
al details for on-line surveys that promise free gifts, reg- 
istrations for free software, requests for update informa- 
tion on various products, and so forth. Users are typi- 
cally prompted to enter such information into query 
fields displayed within a web page. 
[0013] The same core set of data is thus requested 
repeatedly by advertisers : companies, and so on. Users 
find themselves repeatedly entering the same informa- 
tion in the same format to all manner of varying web 
sites. Users do not ordinarily wish to spend a vast 
amount of time filling out on-line forms. Thus, anything 
that can avoid a user's duplication of effort is beneficial 
to the user and improves the usability of such interactive 
interfaces. From the foregoing, it can be appreciated 
that a need thus exists for a method and system which 
would allow a user to efficiently enter the same set of 
core information repeatedly within web page query 
fields without having to re-type this information each 
time simi lar query fields appear within different web pag- 
es. 

Disclosure of the Invention 

[0014] A method and system in a computer network 
for allowing predefined personal user information to be 
automatically accessed and utilized by remote network 
sites having interactive query fields. Initially, a personal 
user information list is compiled such that the personal 
user information list includes personal user information 
that may be utilized in association with on-line electronic 
forms. The personal user information list is thereafter 
stored at a local network site. A remote network site hav- 
ing an interactive query field wherein users may enter 
personal user information is then accessed. The per- 
sonal user information list is thereafter automatically ac- 
cessed, in response to accessing the remote network 
site having the interactive query field. Finally, personal 
user information accessed from the personal user infor- 
mation list is automatically entered within the interactive 
query field, such thatthe personal user information does 
not have to be repetitively re-keyed within the interactive 



3 



EP 0 918 424 A2 



5 

query field. 

Brief Description of the Drawings 

[001 5] The invention will now be described, by way of 
example only, with reference to the accompanying 
drawings, in which; 

FIG. 1 is a pictorial representation of a data- 
processing system which can be utilized to imple- 
ment the method and system of the present inven- 
tion; 

FIG. 2 depicts a block diagram illustrative of select- 
ed components in a personal computer system 
which can be utilized to implement the method and 
system of the present invention; 

FIG. 3 illustrates a block diagram illustrative of a cli- 
ent/server architecture which can be utilized to im- 
plement the method and system of the present in- 
vention; 

FIG. 4 depicts a detailed block diagram illustrative 
of a client/server architecture which can be utilized 
to implement the method and system of the present 
invention; 

FIG. 5 is a diagram illustrative of a computer net- 
work which can be implemented in accordance with 
the method and system of the present invention; 

FIG. 6 illustrates a hypertext document contained 
within a graphical user interface window which can 
be utilized to implement the method and system of 
the present invention; 

FIG. 7 depicts an example personal information 
property table, in accordance with a preferred em- 
bodiment of the present invention; 

FIG. 8 illustrates a graphical user interface window 
in which a personal information properties index is 
displayed, in accordance with a preferred embodi- 
ment of the present invention; 

FIG. 9 depicts a graphical user interface window in 
which a personal information properties index with 
expanded folders is displayed, in accordance with 
a preferred embodiment of the present invention; 

FIG. 10 illustrates a graphical user interface window 
in which a personal information properties index 
with expanded index folders and a personal infor- 
mation properties customiser are displayed, in ac- 
cordance with a preferred embodiment of the 
present invention; 



FIG. 11 depicts personal information properties 
service buttons capable of being embedded within 
an on-line form, in accordance with a preferred em- 
bodiment of the present invention; and 

5 

FIG. 12 depicts a flowchart of operations illustrating 
a method for allowing predefined personal user in- 
formation to be automatically accessed and utilized 
by remote network sites having interactive query 
10 fields, in accordance with a preferred embodiment 
of the present invention. 

Detailed Description of the Invention 

15 [0016] With reference now to the figures and, in par- 
ticular, with reference to FIG. 1, there is depicted a pic- 
torial representation of a data-processing system in 
which the present invention may be implemented in ac- 
cordance with a preferred embodiment of the present 

20 invention. A personal computer 1 0 is depicted which in- 
cludes a system unit 12, a video display terminal 14, an 
alphanumeric input device (i.e., keyboard 16) having al- 
phanumeric and other keys, and a mouse 18. An addi- 
tional input device (not shown), such as a trackball or 

25 stylus, also can be included with personal computer 1 0. 
Computer 10 can be implemented utilizing any suitable 
computer, such as an IBM Aptiva™ computer, a product 
of International Business Machines Corporation, locat- 
ed in Armonk, N.Y. "Aptiva" is a registered trademark of 

30 International Business Machines Corporation. 

[0017] Although the depicted embodiment involves a 
personal computer, a preferred embodiment of the 
present invention may be implemented in other types of 
data-processing systems, such as, for example, intelli- 

3S gent workstations or mini-computers. Computer 10 also 
preferably includes a graphical user interface that re- 
sides within a machine-readable media to direct the op- 
eration of computer 10. Computer 10 also can be imple- 
mented utilizing any suitable computer, such as the I BM 

40 RISC/6000 computer, a product of International Busi- 
ness Machines Corporation, located in Armonk, N.Y. 
"RISC SYSTEM/6000" is a trademark of International 
Business Machines Corporation, and also can be re- 
ferred to as the "RS/6000." 

45 [0018] Referring now to FIG. 2 there is depicted a 
block diagram of selected components in personal com- 
puter 10 of FIG. 1 in which a preferred embodiment of 
the present invention may be implemented. Personal 
computer 10 of FIG. 1 preferably includes a system bus 

50 20, as depicted in FIG. 2. System bus 20 is utilized for 
interconnecting and establishing communication be- 
tween various components in personal computer 10. Mi- 
croprocessor or central processing unit (CPU) 22 is con- 
nected to system bus 20 and also may have numeric 

55 co-processor 24 connected to it. Direct memory access 
("DMA") controller 26 also is connected to system bus 
20 and allows various devices to appropriate cycles 
from CPU 22 during large input/output ("I/O") transfers. 
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[0019] CPU 22 is the computational and control unit 
of personal computer 10. CPU 22 interprets and exe- 
cutes instructions. CPU 22 has the ability to fetch, de- 
code, and execute instructions and to transfer informa- 
tion to and from other computer resources over system 
bus 20. Read-only memory ("ROM") 28 and random-ac- 
cess memory ("RAM") 30 are also connected to system 
bus 20. ROM 28 is mapped into the microprocessor 22 
address space in the range from 640K to 1 megabyte. 
CMOS RAM 32 is attached to system bus 20 and con- 
tains system-configuration information. Any suitable 
machine-readable media may retain the graphical user 
interface of computer 10 of FIG. 1, such as RAM 30, 
ROM 28, a magnetic diskette, magnetic tape, or optical 
disk. 

[0020] Also connected to system bus 20 are memory 
controller 34, bus controller 36, and interrupt controller 
38 which serve to aid in the control of data flow through 
system bus 20 between various peripherals, adapters, 
and devices. System unit 12 of FIG. 1 also contains var- 
ious I/O controllers, such as those depicted in FIG. 2: 
keyboard and mouse controller 40, video controller 42, 
parallel controller 44, serial controller 46, and diskette 
controller 48. Keyboard and mouse controller 40 provide 
a hardware interface for keyboard 50 and mouse 52. 
Video controller 42 provides a hardware interface for 
video display terminal 54. Parallel controller 44 provides 
a hardware interface for devices, such as printer 56. Se- 
rial controller 46 provides a hardware interface for de- 
vices, such as a modem 58. Diskette controller 48 pro- 
vides a hardware interface for floppy-disk unit 60. Other 
technologies also can be utilized in conjunction with 
CPU 22, such as touch-screen technology or human 
voice control. 

[0021] Main memory 70 is connected to system bus 
20, and includes a control program 71. Control program 
71 resides within main memory 70 and contains instruc- 
tions that when executed on CPU 22 carry out the op- 
erations depicted in the logic flowchart of FIG. 7 de- 
scribed herein. The computer program product also can 
be referred to as a program product. Control program 
71 can support a numberof Internet-access tools includ- 
ing, for example, an HTTP-compliant web "browser." 
Known browser software applications include: Net- 
scape Navigator® ("Netscape 0 ), Mosaic, and the like. 
Netscape, in particular, provides the functionality spec- 
ified under HTTP. "Netscape" is a trademark of Net- 
scape, Inc. Mosaic-brand browser is available from the 
National Centre for Supercomputing Applications (NC- 
SA) in Urbana-Champaign, Illinois. The present inven- 
tion is designed to operate with any of these known or 
developing web browsers, in order to provide network 
navigation aids for web pages displayed with three-di- 
mensional graphics. 

[0022] Control program 71 also can support other re- 
mote network services, such as the file-transfer protocol 
(FTP) service, which facilitates the transfer and sharing 
of files across remote networks such as the Internet. 



Control program 71 can further support remote network 
services, such as remote terminal access (Telnet), 
which allows users to log onto computers coupled to the 
network. In addition, control program 71 additionally can 
s support services, such as simple mail-transfer protocol 
(SMTP) or e-mail, and network news-transfer protocol 
(NNTP) or "Usenet," well-known in the art of computer 
networking. 

[0023] It is important to note that, while the present 
10 invention has been (and will continue to be) described 
in the context of a fully functional computer system, 
those skilled in the art can appreciate that the present 
invention is capable of being distributed as a program 
product in a variety of forms and that the present inven- 
ts tion applies equally regardless of the particular type of 
signal-bearing media utilized to actually carry out the 
distribution. Examples of signal-bearing media include: 
recordable-type media, such as floppy discs, hard-disk 
drives, audio CDs and CD ROMs, and transmission- 
20 type media, such as digital and analog communication 
links. FIG. 2 additionally depicts a CD controller 31 for 
controlling a CD system 33. CD system 33 may run au- 
dio CDs or CD-ROMs, both well known in the art of dig- 
ital electronic media. CD system 33 is a sound or data 
25 reproduction system that utilizes light to detect audio 
and data signals produced by digital recording on a CD. 
[0024] Expansion cards also may be added to system 
bus 20, such as disk controller 62, which provides a 
hardware interface for hard-disk unit 64. Empty slots 66 
30 are provided so that other peripherals, adapters, and de- 
vices may be added to system unit 12 of FIG. 1 . A net- 
work card 67 additionally can be connected to system 
bus 20 in order to link system unit 12 of FIG. 1 to other 
data-processing system networks in a client/server ar- 
35 chitecture or to groups of computers and associated de- 
vices which are connected by communications facilities. 
Those skilled in the art will appreciate that the hardware 
depicted in FIG. 2 may vary for specific applications. For 
example, other peripheral devices, such as: optical-disk 
40 media, audio adapters, or chip-programming devices, 
such as PAL or EPROM programming devices and the 
like also may be utilized in addition to or in place of the 
hardware already depicted. Note that any or all of the 
above components and associated hardware may be 
45 utilized in various embodiments. However, it can be ap- 
preciated that any configuration of the aforementioned 
system may be used for various purposes according to 
a particular implementation. 

[0025] In FIG. 3, FIG. 4, and FIG. 5, like parts are in- 
50 dicated by like numbers. FIG. 3 illustrates a block dia- 
gram illustrative of a client/server architecture which can 
be utilized in accordance with the method and system 
of the present invention. In FIG. 3, user requests 91 for 
news are sent by a client application program 92 to a 
55 server 88. Server 88 can be a remote computer system 
accessible over a remote network such as the Internet. 
Server 88 performs scanning and searching of raw (e. 
g., unprocessed) information sources (e.g., newswire 



9 



EP 0 918 424 A2 



10 



feeds or newsgroups) and, based upon these user re- 
quests, presents the filtered electronic information as 
server responses 93 to the client process. The client 
process may be active in a first computer system, and 
the server process may be active in a second computer 
system and communicate with the first computer system 
over a communications medium, thus providing distrib- 
uted functionality and allowing multiple clients to take 
advantage of the information-gathering capabilities of 
the server. 

[0026] FIG. 4 illustrates a detailed block diagram of a 
client/server architecture which can be utilized in ac- 
cordance with the method and system of the present in- 
vention. Although the client and server are processes 
which are operative within two computer systems, these 
processes being generated from a high-level program- 
ming language (e.g., PERL), which is interpreted and 
executed in a computer system at run-time (e.g., a work- 
station), it can be appreciated by one skilled in the art 
that they may be implemented in a variety of hardware 
devices, either programmed or dedicated. 
[0027] Client 92 and server 88 communicate using the 
functionality provided by HTTP. Active within client 92 is 
a first process, browser 72, which establishes the con- 
nections with server 88, and presents information to the 
user. Such browsers are often referred to in the art of 
computer networking as "web browsers." Any number 
of commercially or publicly available browsers may be 
utilized in accordance with a preferred embodiment of 
the present invention. For example, the Mosaic-brand 
browser available from the National Centre for Super- 
computing Applications (NCSA) in Urbana-Champaign, 
Illinois, can be utilized with a preferred embodiment of 
the present invention. Other browsers, such as Net- 
scape™, Netcruiser, or the Lynx-brand browsers or oth- 
ers which are available and provide the functionality 
specified under HTTP can be utilized with the present 
invention. 

[0028] Server 88 executes the corresponding server 
software which presents information to the client in the 
form of HTTP responses 90. The HTTP responses 90 
correspond with web "pages," which can be represented 
by utilizing Hypertext Markup Language (HTML) ; or oth- 
er data generated by server 88. For example, under the 
Mosaic-brand browser, in addition to HTML functionality 
94 provided by server 88, a Common Gateway Interface 
(CGI) 96 is provided which allows the client program to 
direct server 88 to commence execution of a specified 
program contained within server 88. This may include a 
search engine which scans received information in the 
server for presentation to the user controlling the client. 
Using this interface, and HTTP responses 90, the server 
may notify the client of the results of that execution upon 
completion. Common Gateway Interface (CGI) 96 is one 
form of a "gateway, " a device utilized to connect dissim- 
ilar networks (i.e., networks utilizing different communi- 
cation protocols) so that electronic information can be 
passed from one network to the other. Gateways trans- 



fer electronic information, converting such information 
to a form compatible with the protocols used by the sec- 
ond network for transport and delivery. 
[0029] In order to control the parameters of the exe- 

s cution of this server-resident process, the client may di- 
rect the filling out of certain "forms" from the browser. 
This is provided by the "fill-in-forms" functionality (i.e., 
forms 98), which is provided by some browsers, such 
as the Mosaic brand browser described herein. This 

10 functionality allows the user via a client application pro- 
gram to specify terms in which the server causes an ap- 
plication program to function (e.g., terms or keywords 
contained in the types of stories/articles which are of in- 
terest to the user). 

15 [0030] FIG. 5 is a diagram illustrative of a computer 
network 80 which can be implemented in accordance 
with the method and system of the present invention. 
Computer network 80 is representative of a remote net- 
work, specifically the Internet, a known computer net- 

20 work based on the client-server model discussed earlier. 
Conceptually, the Internet includes a large network of 
servers 88 which are accessible by clients 92, typically 
users of personal computers, through some private In- 
ternet-access provider 84 (e.g., such as Internet Amer- 

25 jca) or an on-line service provider 86 (e.g., such as 
America On-Line, Prodigy, Compuserve, and the like). 
Each of the clients 92 may run a browser a known soft- 
ware tool utilized to access servers 88 via the access 
providers 84. Each server 88 operates a web site which 

30 supports files in the form of documents and pages. A 
network path to servers 88 is identified by a Universal 
Resource Locator having a known syntax for defining a 
network collection. 

[0031] FIG. 6 illustrates an example hypertext docu- 

3S ment 123 contained within a graphical user interface 
window 104 which can be utilized in accordance with 
the method and system of the present invention. Win- 
dow 1 04 displays a portion of a hypertext document 1 23 
constructed from a mark-up language, such as Hyper- 

40 text Mark-up Language (HTML). The size and position 
of elevator 120 within scroll bar 116 corresponds to the 
size and position of the current viewable page in relation 
to hypertext document 123. Hypertext document 123 
can be accessed from a data-processing system con- 

45 tained within a remote network, such as the Internet. 
[0032] In the example of FIG. 6, in view of the fact that 
hypertext document 123 includes too many pages to 
view simultaneously, the user can position a mouse cur- 
sor over up-arrow section 106 or down-arrow section 

so 108 of scroll bar 116 and click a pointing device (e.g., a 
mouse) to scroll hypertext document 123 upward or 
downward, as appropriate. A horizontal scroll bar 118 
includes arrow section 112 and arrow section 110 for 
scrolling hypertext document 123 respectively left or 

55 right. Also, an optional arrow section 114 allows a user 
to scroll the document right. Thus, the graphical user 
interface that contains window 104 and hypertext doc- 
ument 123 is a type of computer display format that en- 
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ables a user to choose commands, start programs, and 
see lists of files and other options by pointing to pictorial 
representations (i.e., icons) and lists of menu items on 
the screen. Choices can generally be activated either 
with a keyboard or a mouse. 

[0033] Hypertext document 123 contains specific 
string text 124 rendered on the screen by the graphical 
user interlace to stand out from the surrounding text. 
String text 124 is rendered in a different format. In the 
example of FIG. 6, string text 124 is rendered as IBM . 
The different font format of string text 1 24 is an indication 
that the text is hyper-linked to "jump" to another docu- 
ment. When a user "clicks" on string text 124 with a 
mouse or other pointing device, the graphical user in- 
terface shifts the presently viewed hypertext document 
123 to another hyper-linked document. 
[0034] According to a preferred embodiment of the 
present invention, a collaboration mechanism is provid- 
ed between properties requested by an electronic on- 
line form and Personal Information Properties (PIPs) 
that are created and maintained locally at a remote net- 
work site (e.g., at a user's computer). The collaboration 
mechanism is divided into three portions. First, the col- 
laboration mechanism includes the PIP itself. Second, 
the collaboration mechanism includes a PIP index. 
Third, the collaboration mechanism includes PIP cus- 
tomised. 

[0035] The PIPs are composed of recognized typed 
components, starting with a core set of properties that 
appear in a very high percentage of on-line forms. For 
example, a suggested list of starting PIPs that meet this 
criteria might appear as follows: 

a) Name 

b) Address 

c) Email 

d) Title 

e) Sex 

[0036] These PIP components may in themselves be 
containers of other PIPs. For example, a "Name" PIP 
might be composed of a Forename PIP a Surname PIP, 
and a Middlename PI R Such PI Ps are created as "typed 
beans," well-known in the computer arts. The simplest 
definition of a PI Pis as follows: Type : UserName, Values 
- Set of (Value, Data Type), and Contained PIPs - set of 
(PIPs). FIG. 7 depicts an example personal information 
property table 140, in accordance with a preferred em- 
bodiment of the present invention. Table 140 presents 
an example of a name PIP 

[0037] In FIG. 8, FIG. 9, and FIG. 10, like parts are 
indicated by like reference numerals. FIG. 8 illustrates 
a graphical user interface window 150 in which a per- 
sonal information properties (PIP) index 152 is dis- 
played, in accordance with a preferred embodiment of 
the present invention. PIP index 152 includes a general 
information folder 1 54, an address folder 1 56 and a fold- 
er 158 containing telephone numbers. PIP index 152 is 



the container of all PIPs that reside on the user's com- 
puter. Such an index is analogous to a "bookmark" 
mechanism, commonly associated with web browsers. 
The PIP index is thus similar to the bookmark mecha- 
5 nism that allows users to maintain, query, and add to, 
an URL links list. The purpose of the PIP index, however, 
is to allow the user the ability to centrally define a set of 
personal information that can be utilized by other pieces 
of software that collaborate with the PIP index and un- 
to derstand PIP objects. 

[0038] Thus, following the "bookmark" metaphor, us- 
ers can create their own folders to organize different 
pieces of information about themselves Each user can 
also add PIPs to the list of central information. Thus, a 
15 preferred embodiment of the present invention includes 
an "Add to..." capability, which allows the list of potential 
PIPs to be controlled by the user and expanded as re- 
quired. The user can also take data from the PIP index 
and utilize it to populate fields in software that under- 
go standsthe PIP component model. Inaddition, userscan 
maintain their own personal data centrally and utilize 
this datastore across varying applications. 
[0039] FIG. 9 depicts a graphical user interface win- 
dow 1 50 in which a PIP index 1 52 with expanded folders 
25 js displayed, in accordance with a preferred embodi- 
ment of the present invention. A user can expand the 
folders contained within PIP index 152 to reveal addi- 
tional PIPs. For example, general information folder 152 
is expanded within window 150 to reveal information 
30 such as date of birth, sex and name. Name 155 is spe- 
cifically shown as an example PIP contained within gen- 
eral information folder 154. Contained within address 
folder 154 are PIPs related to a home address and work 
address. Within folder 158 are home and work tele- 
35 phone numbers. 

[0040] FIG. 10 illustrates a graphical user interface 
window 150 in which are displayed PIP index 152, in- 
cluding expanded index folders and a PIP customiser 
157, in accordance with a preferred embodiment of the 
40 present invention. PIP customiser 157 includes graphi- 
cal areas in which users may input PIPs. In the example 
illustrated in FIG. 10, name 155 is expanded to reveal 
PIP customiser 157. The PIP customiser is the editor 
that allows the values for a PIP to be entered by a user. 
45 The viewer on the PIP index presents an interface of 
PIP customisers that allow users to enter PIP values 
such as a forename, surname, address, etc. Tradition- 
ally, for a surname PIP customiser, the user would see 
a simple entry field that allows the entry of a text string. 
50 pip customisers have a direct relationship to the PIP 
that they set and query, in as much that they provide the 
capability to set and display the PI P value within the user 
interface. Additionally PIP customisers can provide ex- 
tra logic that deals with formatting, validation and pres- 
55 entation. Thus, a number of different customisers can 
potentially be available for a particular PIP type. 
[0041] The PIP customiser is capable of being em- 
bedded within an on-line form or within any HTML layout 



7 



13 



EP 0 918 424 A2 



14 



or Java™ application. Java™ is an object-oriented pro- 
gramming language well-known in the computer arts, 
developed by Sun Microsystems, Inc. Tabbing into a PIP 
customiser field automatically creates a data link be- 
tween that component and the PIP index that resides 5 
locally on a user's machine. If a type match is found be- 
tween the PIP customiser and a PIP that resides in the 
index, the field is automatically populated with the value 
that is within the index. 

[0042] Alternatively, in a preferred embodiment of the 10 
present invention, there can exist a button located at the 
top of the form layout which queries whether a user de- 
sires an automatic search of the PIP index for matching 
values. Upon selection of this particular button, a data 
link is automatically constructed. A layout queries the is 
embedded PIP types within the forms against the types 
that are maintained within the PIP index, and subse- 
quently populate the values within the form if a match is 
encountered. 

[0043] Another service provided by the PIP index is 20 
the ability to "grow" the index (i.e., add new types to the 
list)/On a form layout, a button may be added that asks 
the user if the user wishes to "Add new PIPs to the PIP 
Index." Upon selection, this buttons presents the user 
with the new types that are available within the form, 25 
along with their current values entered by the user. The 
user can choose to either add them all, or select which 
ones to add. The user can also set or alter values main- 
tained within this interface. Adding the new PIP types 
will add these PIPs to the PIP index in a similar manner 30 
that the user adds links to a bookmark list. The user can 
then return to the PIP Index interface and organize these 
new properties in a better logical structure if required. 
FIG. 11 depicts personal information properties service 
buttons capable of being embedded within an on-line 35 
form, in accordance with a preferred embodiment of the 
present invention. An "Add PIPs" button 164, PIP Ena- 
bled Form button 162 and Download PIP Index button 
166 are associated with an on-line form 168 having an 
interactive query field. Those skilled in the art will ap- 40 
preciate that additional buttons can be associated with 
a web page having an interactive query field. For exam- 
ple, a button that asks a user to add new fields to the 
PIP index can also be implemented in accordance with 
a preferred embodiment of the present invention. 45 
[0044] The PIP index also offers the capability of 
marking some properties as "sensitive." If a property is 
labelled "sensitive," any request for the property value 
triggers a the display of a dialog box that requires the 
user to confirm whether this value should be provided so 
to the requester. This would then alert the user that an 
application or electronic form was attempting to access 
sensitive data from their PIP Index. For example, a yel- 
low key might indicate sensitive properties. The user 
can thus toggle whether the property is sensitive or not 
by selecting an appropriate yellow graphic object. A 
"non-sensitive" property is provided when requested by 
any application or "applet." An "applet," well-known in 



the computer arts, is a small piece of code that can be 
transported over the Internet and executed on the recip- 
ient's machine. The term is particularly utilized in refer- 
ence to programs that are embedded in line as objects 
in HTML documents on the World Wide Web. Thus, non- 
sensitive settings can be indicated by a blue mark 
graphic. If, however, the property is marked as sensitive 
(e.g., a user's home address) every time a form or ap- 
plication makes a request for this property, a dialog box 
appears asking the user whether or not the user wishes 
this information to be passed on to the requesting pro- 
gram. 

[0045] FIG. 12 depicts a flowchart of operations 240 
illustrating a method for allowing predefined personal 
user information to be automatically accessed and uti- 
lized by remote network sites having interactive query 
fields, in accordance with a preferred embodiment of the 
present invention. It can be appreciated by those skilled 
in the art that FIG. 12 presents a self -consistent se- 
quence of steps leading to a desired result. The steps 
are those requiring physical manipulation of physical 
quantities. Usually, although not necessarily, these 
quantities take the form of electrical or magnetic signals 
capable of being stored, transferred, combined, com- 
pared, and otherwise manipulated. It has proven con- 
venient at times by those skilled in the art, to refer to 
these signals as bits, values, elements, symbols, char- 
acters, terms, numbers, or the like. It should be borne 
in mind, however, that ail of these and similar terms are 
to be associated with the appropriate physical quantities 
and are merely convenient labels applied to these quan- 
tities. 

[0046] Further, the manipulations performed are often 
referred to in terms, such as adding Or comparing, 
which are commonly associated with mental operations 
performed by a human operator. No such capability of 
a human operator is necessary or desirable in most cas- 
es in any of the operations described herein which form 
part of the present invention; the operations are ma- 
chine operations. Useful machines for performing oper- 
ations of a preferred embodiment of the present inven- 
tion include data-processing systems such as general 
purpose digital computers or other similar devices. In all 
cases the distinction between the method operations in 
operating a computer and the method of computation 
itself should be borne in mind. The present invention re- 
lates to method steps for operating a computer, such as 
computer 10 of FIG. 1 and FIG. 2, in processing electri- 
cal or other (e.g. mechanical, chemical) physical signals 
to generate other desired physical signals. 
[0047] Thus, as depicted at block 242, the process is 
initiated. As illustrated at block 244, a PIP Index as de- 
scribed herein, is compiled. As depicted at block 246, 
each PIP included within the compiled PIP Index is as- 
sociated with a particular type of interactive query field. 
For example, a "lastname" included in the PIP Index is 
associated with those types of interactive query fields 
that normally prompt users to enter their last names. As 
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described at block 248, the PI P index is stored at a local 
network site. This can be accomplished by loading the 
compiled PIP list into a working directory of a computer 
system, such as computer 10 of FIG. 1 and FIG. 2. 
[0048] As described at block 249, a remote network s 
site is accessed according to the client/server architec- 
ture and computer network described and depicted in 
FIG. 3 to FIG. 5 herein. As indicated at block 250, upon 
successful access of the remote network site, a web 
page is displayed at a local network site in a client/server u> 
network. The web page includes a form having interac- 
tive query fields in which users may enter personal in- 
formation (e.g., names, address, date-of-birth, and so 
forth). 

[0049] As depicted at block 252, a processor associ- is 
ated with the local network site (e.g, CPU 22 of FIG. 2) 
is instructed to parse the form displayed on the web 
page. That is, the processor breaks input derived from 
the web page into smaller chunks so that a program can 
subsequently act upon the information. The processor 20 
thereafter, as illustrated at block 254, looks for particular 
interactive fields that may be associated with PIPs in- 
cluded within the PIP index. 2. 
[0050] As described at block 256, a test is then per- 
formed to determine whether or not all particular inter- 
active query fields have been identified. If it is deter- 
mined, that all interactive query fields have been iden- 
tified, then as depicted at block 258, the PIPs included 
within the compiled PIP list are matched with appropri- 3. 
ate interactive query fields (i.e., the appropriate PIPs are 30 
automatically entered within the appropriate interactive 
query fields). If ft is determined that no particular inter- 
active query fields are identified, then as described at 
block 256 (i.e., a "no" response), the process thereafter 
terminates, as indicated at block 260. 35 
[0051] While the invention has been particularly 
shown as described with reference to a preferred em- 
bodiment, it will be understood by those skilled in the art 
that various changes in form and detail may be made 
therein without departing from the spirit and scope of the *o 
invention. Utilization of the Internet in association with 
the method and system described herein is not a nec- 
essary feature of the present invention. For example, 
the present invention is applicable to other communica- 
tion networks besides the Internet, including so-called 45 
"intranets" (i.e., networks that are internal to particular 4. 
organizations). The Internet, as described herein, is 
merely one example of a remote network that can be 
utilized in accordance with a preferred embodiment of 
the present invention. 50 



Claims 



1. A method in a computer network for allowing pre- 
defined personal user information to be automati- 
cally accessed and utilized by remote network sites 
having interactive query fields, said method com- 



ss 



prising the steps of: 

compiling (244) a personal user information list 
(1 52) comprising personal user information that 
may be utilized in association with on-line elec- 
tronic forms; 

prestoring (248) said personal user information 
list at a local network site; 
accessing (249) a remote network site having 
an interactive query field wherein users may 
enter personal user information; 
automatically accessing said personal user in- 
formation list, in response to accessing said re- 
mote network site having said interactive query 
field; 

automatically entering within said interactive 
query field, personal user information accessed 
from said personal user information list, such 
that said personal user information does not 
have to be repetitively re-keyed within said in- 
teractive query field. 

A method as claimed in claim 1 further comprising 
the step of associating (258) said personal user in- 
formation (152) contained within said personal user 
information list with a particular interactive query 
field. 

A method as claimed in claim 2 wherein the step of 
automatically entering within said interactive query 
field, personal user information accessed from said 
personal user information list, such that said per^ 
sonal user information does not have to be repeti- 
tively re-keyed within said interactive query field, 
further comprises the step of: 

automatically entering within said particular in- 
teractive query field, personal user information 
accessed from said personal user information 
list, such that said personal user information is 
associated with said particular interactive que- 
ry field, wherein said personal user information 
does not have to be repetitively re-keyed within 
said interactive query field. 

A method as claimed in claim 4 wherein the step of 
prestoring (248) said personal user information list 
at a local network site, further comprises the step of: 

prestoring said personal user information list at 
a local network site, such that said personal us- 
er information may be accessed by a browser 
application maintained at said local network 
site. 

A method as claimed in claim 4 wherein the step of 
compiling a personal user information list compris- 
ing personal user information that may be utilized 
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in association with on-line electronic forms, further 
comprises the step of: 

compiling a personal user information list com- 
prising personal information properties that s 
may be utilized in association with on-line elec- 
tronic forms. 

6. A system in a computer network for allowing prede- 
fined personal user information to be automatically 10 
accessed and utilized by remote network sites hav- 
ing interactive query fields, said system comprising: 

means for compiling (244) a personal user in- 
formation list (152) comprising personal user is 
information that may be utilized in association 
with on-line electronic forms; 
means for prestoring (248) said personal user 
information list at a local network site; 
means for accessing (249) a remote network 20 
site having an interactive query field wherein 
users may enter personal user information; 
means for automatically accessing said per- 
sonal user information list, in response to ac- 
cessing said remote network site having said 2s 
interactive query field; 

means for automatically entering within said in- 
teractive query field, personal user information 
accessed from said personal user information 
list, such that said personal user information 30 
does not have to be repetitively re-keyed within 
said interactive query field. 

7. A system as claimed in claim 6 further comprising 
(258) means for associating said personal user in- 35 
formation contained within said personal user infor- 
mation list with a particular interactive query field. 



means for prestoring said personal user infor- 
mation list at a local network site, such that said 
personal user information may be accessed by 
a browser application maintained at said local 
network site. 

10. A system as claimed in claim 9 wherein said means 
for compiling a personal user information list com- 
prising personal user information that may be uti- 
lized in association with on-line electronic forms, 
further comprises: 

means for compiling a personal user informa- 
tion list comprising personal information prop- 
erties that may be utilized in association with 
on-line electronic forms. 



8. A system as claimed in claim 7 wherein said means 

for automatically entering within said interactive 40 
query field, personal user information accessed 
from said personal user information list, such that 
said personal user information does not have to be 
repetitively re-keyed within said interactive query 
field, further comprises: *s 

means for automatically entering within said 
particular interactive query field, personal user 
information accessed from said personal user 
information list, such that said personal user in- so 
formation is associated with said particular in- 
teractive query field, wherein said personal us- 
er information does not have to be repetitively 
re-keyed within said interactive query field. 

ss 

9. A system as claimed in claim 8 wherein said means 
for prestoring (248) said personal user information 
list at a local network site, further comprises: 
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